
MEMORANDUM 

TO: Board of Trustees 

FROM: Indra S. Winquest 
Interim General Manager 

SUBJECT: Review, discuss, and provide further direction for consideration of 
possibly seeking a request for proposals to conduct a review of District 
Internal Controls. 

DATE: December 24, 2019 

I. RECOMMENDATION 

At the December 11, 2019 Board of Trustees meeting, Staff was directed to 
provide information on the nature and format of the national standards for internal 
controls. These formats and standards could presumably aid the Board in deciding 
a scope for a District Internal Control Review and Report. The recognized standard 
is entitled Internal Control - Integrated Framework. A copy of the Committee of 
Sponsoring Organizations of the Treadway Commission Internal Control -
Integrated Framework Executive Summary dated May 2013, (downloaded frqm 
their website) has been attached for your review. 

II. COMMENTS 

Staff recommends the Board of Trustees use the Framework to develop objectives 
and a scope of their expectations for a review of internal controls. 

Ill. FINANCIAL IMPACT 

There is nothing included in the 2019/2020 budget for this activity therefore there 
are two options: 

a. Conduct this activity as an unbudgErted activity in Fiscal Year 
2019/2020 and make a determination of where the funding will come 
from 

b. Conduct this activity as a budget activity in Fiscal Year 2020/2021 
which will allow for a determination of where the funding will come 
from 
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Review, discuss, and provide further direction for -2- December 24, 2019 
consideration of possibly seeking a request for proposals 
to conduct a review of District Internal Controls 

IV. BOARD LEADERSHIP 

Since this is a Board of Trustees requested activity, one Board member should be 
appointed at the Board of Trustees leadership to oversee, direct and ensure that 
this activity concurs with what the Board of Trustees desires. 
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Internal Control - Integrated Framework 

Executive Summary 
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Executive Summary 
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This project was commissioned by COSO, which is dedicated to providing thought lead­
ership through the development of comprehensive frameworks and guidance on internal 
control, enterprise risk management, and fraud deterrence designed to improve organi­
zational performance and oversight and to reduce the extent of fraud in organizations. 
COSO is a private sector initiative, jointly sponsored and funded by: 

• American _Accounting Association_ (AAA). 

• American _Institute_ of_ Certified __ Public _Accountants __ (AICPA) 

• Financial __ Executives __ lnternational __ (FEI) 

" Institute_ of_ Management_Accountants_(IMA) 

• The _Institute_ of. Internal _Auditors_ (IIA) 
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Foreword 
In 1992 the Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) released its Internal Control-Integrated Framework (the original framework). 
The original framework has gained broad acceptance and is widely used around the 
world. It is recognized as a leading framework for designing, implementing, and con­
ducting internal control and assessing the effectiveness of internal control. 

In the twenty years since the inception of the original framework, business and operat­
ing environments have changed dramatically, becoming increasingly complex, techno­
logically driven, and global. At the same time, stakeholders are more engaged, seeking 
greater transparency and accountability for the integrity of systems of internal control 
that support business decisions and governance of the organization. 

COSO is pleased to present the updated Internal Control-Integrated Framework 
(Framework). COSO believes the Framework will enable organizations to effectively 
and efficiently develop and maintain systems of internal control that can enhance the 
likelihood of achieving the entity's objectives and adapt to changes in the business and 
operating environments. 

The experienced reader will find much that is familiar in the Framework, which builds 
on what has proven useful in the original version. It retains the core definition of internal 
control and the five components of internal control. The requirement to consider the 
five components to assess the effectiveness of a system of internal control remains 
unchanged fundamentally. Also, the Framework continues to emphasize the importance 
of management judgment in designing, implementing, and conducting internal control, 
and in assessing the effectiveness of a system of internal control. 

At the same time, the Framework includes enhancements and clarifications that are 
intended to ease use and application. One of the more significant enhancements is the 
formalization of fundamental concepts that were introduced in the original framework. In 
the updated Framework, these concepts are now principles, which are associated with 
the five components, and which provide clarity for the user in designing and implement­
ing systems of internal control and for understanding requirements for effective internal 
control. 

The Framework has been enhanced by expanding the financial reporting category of 
objectives to include other important forms of reporting, such as non-financial and 
internal reporting. Also, the Framework reflects considerations of many changes in the 
business and operating environments over the past several decades, including: 

• Expectations for governance oversight 

• Globalization of markets and operations 

• Changes and greater complexities of business 

• Demands and complexities in laws, rules, regulations, and standards 

• Expectations for competencies and accountabilities 

• Use of, and reliance on, evolving technologies 

• Expectations relating to preventing and detecting fraud 

Internal Control - Integrated Framework • May 2013 11 
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Internal Control-Integrated framework 

This Executive Summary, provides a high-level overview intended for the board of 
directors, chief executive officer, and other senior management. The Framework and 
Appendices publication sets out the Framework, defining internal control, describing 
requirements for effective internal control including components and relevant principles, 
and providing direction for all levels of management to use in designing, implementing, 
and conducting internal control and in assessing its effectiveness. Appendices within 
the Framework and Appendices provide additional reference, but are not considered a 
part of the Framework. The fllustrative Tools for Assessing Effectiveness of a System of 
Internal Control, provides templates and scenarios that may be useful in applying the 
Framework. 

In addition to the Framework, Internal Control over External Financial Reporting: A 
Compendium of Approaches and Examples has been published concurrently to provide 
practical approaches and examples that illustrate how the components and principles 
set forth in the Framework can be applied in preparing external financial statements. 

COSO previously issued Guidance on Monitoring Internal Control Systems to help orga­
nizations understand and apply monitoring activities within a system of internal control. 
While this guidance was prepared to assist in applying the original framework, COSO 
believes this guidance has similar applicability to the updated Framework. 

COSO may, in the future, issue other documents to provide assistance in applying the 
Framework. However, neither the Internal Control over External Financial Reporting: A 
Compendium of Approaches and Examples, Guidance on Monitoring Internal Control 
Systems, nor any other past or future guidance takes precedence over the Framework. 

Among other publications published by COSO is the Enterprise Risk Management­
Integrated Framework (ERM Framework). The ERM Framework and the Framework 
are intended to be complementary, and neither supersedes the other. Yet, while these 
frameworks are distinct and provide a different focus, they do overlap. The ERM 
Framework encompasses internal control, with several portions of the text of the original 
Internal Control-Integrated Framework reproduced. Consequently, the ERM Framework 
remains viable and suitable for designing, implementing, conducting, and assessing 
enterprise risk management. 

Finally, COSO would like to thank PwC and the Advisory Council for their contribu­
tions in developing the Framework and related documents. Their full consideration of 
input provided by many stakeholders and their insight were instrumental in ensuring 
that the core strengths of the original framework have been preserved, clarified, and 
strengthened. 

11 Internal Control - Integrated framework • May 2013 
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Executive Summary 
Internal control helps entities achieve important objectives and sustain and improve 
performance. COSO's Internal Control-Integrated Framework (Framework) enables 
organizations to effectively and efficiently develop systems of internal control that adapt 
to changing business and operating environments, mitigate risks to acceptable levels, 
and support sound decision making and governance of the organization. 

Designing and implementing an effective system of internal control can be challenging; 
operating that system effectively and efficiently every day can be daunting. New and 
rapidly changing business models, greater use and dependence on technology, increas­
ing regulatory requirements and scrutiny, globalization, and other challenges demand 
any system of internal control to be agile in adapting to changes in business, operating 
and regulatory environments. 

An effective system of internal control demands more than rigorous adherence to poli­
cies and procedures: it requires the use of judgment. Management and boards of direc­
tors1 use judgment to determine how much control is enough. Management and other 
personnel use judgment every day to select, develop, and deploy controls across the 
entity. Management and internal auditors, among other personnel, apply judgment as 
they monitor and assess the effectiveness of the system of internal control. 

The Framework assists management, boards of directors, external stakeholders, and 
others interacting with the entity in their respective duties regarding internal control 
without being overly prescriptive. It does so by providing both understanding of what 
constitutes a system of internal control and insight into when internal control is being 
applied effectively. 

For management and boards of directors, the Framework provides: 

• A means to apply internal control to any type of entity, regardless of industry 
or legal structure, at the levels of entity, operating unit, or function 

• A principles-based approach that provides flexibility and allows for judgment 
in designing, implementing, and conducting internal control-principles that 
can be applied at the entity, operating, and functional levels 

0 Requirements for an effective system of internal control by considering how 
components and principles are present and functioning and how components 
operate together 

• A means to identify and analyze risks, and to develop and manage appropri­
ate responses to risks within acceptable levels and with a greater focus on 
anti-fraud measures 

The Framework uses the term "board of directors,'· wl,ich encompasses the governing body, including 
board, board of trustees, general partners, owner, or supervisory board. 

Internal Control - Integrated Framework • May 2013 II 
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Internal Control-Integrated framework 

• An opportunity to expand the application of internal control beyond financial 
reporting to other forms of reporting, operations, and compliance objectives 

• An opportunity to eliminate ineffective, redundant, or inefficient controls 
that provide minimal value in reducing risks to the achievement of the 
entity's objectives 

For external stakeholders of an entity and others that interact with the entity, application 
of this Framework provides: 

• Greater confidence in the board of directors' oversight of internal 
control systems 

• Greater confidence regarding the achievement of entity objectives 

., Greater confidence in the organization's ability to identify, analyze, and 
respond to risk and changes in the business and operating environments 

• Greater understanding of the requirement of an effective system of 
internal control 

• Greater understanding that through the use of judgment, management may be 
able to eliminate ineffective, redundant, or inefficient controls 

Internal control is not a serial process but a dynamic and integrated process. The 
Framework applies to all entities: large, mid-size, small, for-profit and not-for-profit, 
and government bodies. However, each organization may choose to implement internal 
control differently. For instance, a smaller entity's system of internal control may be less 
formal and less structured, yet still have effective internal control. 

The remainder of this Executive Summary provides an overview of internal control, 
including a definition, categories of objective, description of the requisite components 
and associated principles, and requirement of an effective system of internal control. 
It also includes a discussion of limitations-the reasons why no system of internal 
control can be perfect. Finally, it offers considerations on how various parties may use 
the Framework. 

11 Internal Control - Integrated framework • May 2013 
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Internal Control-Integrated framework 

Components of Internal Control 
Internal control consists of five integrated components. 

Control Environment 

The control environment is the set of standards, processes, and structures that provide 
the basis for carrying out internal control across the organization. The board of directors 
and senior management establish the tone at the top regarding the importance of inter­
nal control including expected standards of conduct. Management reinforces expecta­
tions at the various levels of the organization. The control environment comprises the 
integrity and ethical values of the organization; the parameters enabling the board of 
directors to carry out its governance oversight responsibilities; the organizational struc­
ture and assignment of authority and responsibility; the process for attracting, develop­
ing, and retaining competent individuals; and the rigor around performance measures, 
incentives, and rewards to drive accountability for performance. The resulting control 
environment has a pervasive impact on the overall system of internal control. 

Risk Assessment 

Every entity faces a variety of risks from external and internal sources. Risk is defined as 
the possibility that an event will occur and adversely affect the achievement of objec­
tives. Risk assessment involves a dynamic and iterative process for identifying and 
assessing risks to the achievement of objectives. Risks to the achievement of these 
objectives from across the entity are considered relative to established risk tolerances. 
Thus, risk assessment forms the basis for determining how risks will be managed. 

A precondition to risk assessment is the establishment of objectives, linked at different 
levels of the entity. Management specifies objectives within categories relating to opera­
tions, reporting, and compliance with sufficient clarity to be able to identify and analyze 
risks to those objectives. Management also considers the suitability of the objectives for 
the entity. Risk assessment also requires management to consider the impact of pos­
sible changes in the external environment and within its own business model that may 
render internal control ineffective. 

Control Activities 

Control activities are the actions established through policies and procedures that help 
ensure that management's directives to mitigate risks to the achievement of objectives 
are carried out. Control activities are performed at all levels of the entity, at various 
stages within business processes, and over the technology environment. They may be 
preventive or detective in nature and may encompass a range of manual and automated 
activities such as authorizations and approvals, verifications, reconciliations, and busi­
ness performance reviews. Segregation of duties is typically built into the selection and 
development of control activities. Where segregation of duties is not practical, manage­
ment selects and develops alternative control activities. 

11 Internal Control - Integrated framework • May 2013 

53 



Information and Communication 

Information is necessary for the entity to carry out internal control responsibilities to 
support the achievement of its objectives. Management obtains or generates and uses 
relevant and quality information from both internal and external sources to support the 
functioning of other components of internal control. Communication is the continual, 
iterative process of providing, sharing, and obtaining necessary information. Internal 
communication is the means by which information is disseminated throughout the orga­
nization, flowing up, down, and across the entity. It enables personnel to receive a clear 

message from senior management that control responsibilities must be taken seriously. 
External communication is twofold: it enables inbound communication of relevant exter­
nal information, and it provides information to external parties in response to require­
ments and expectations. 

Monitoring Activities 

Ongoing evaluations, separate evaluations, or some combination of the two are used 
to ascertain whether each of the five components of internal control, including controls 
to effect the principles within each component, is present and functioning. Ongoing 
evaluations, built into business processes at different levels of the entity, provide timely 
information. Separate evaluations, conducted periodically, will vary in scope and fre­
quency depending on assessment of risks, effectiveness of ongoing evaluations, and 
other management considerations. Findings are evaluated against criteria established 

by regulators, recognized standard-setting bodies or management and the board of 
directors, and deficiencies are communicated to management and the board of direc­
tors as appropriate. 

Internal Control - Integrated framework • May 2013 II 
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Internal Control-Integrated framework 

Relationship of Objectives and Components 
A direct relationship exists between objectives, which are what an entity strives to 
achieve, components, which represent what 

is required to achieve the objectives, and the 
organizational structure of the entity (the oper­
ating units, legal entities, and other). The rela­
tionship can be depicted in the form of a cube. 

• The three categories of objectives-oper­

ations, reporting, and compliance-are 
represented by the columns. 

• The five components are represented by 
the rows. 

• An entity's organizational structure is rep­
resented by the third dimension . 

Components and Principles 
The Framework sets out seventeen principles representing the fundamental concepts 
associated with each component. Because these principles are drawn directly from the 
components, an entity can achieve effective internal control by applying all principles. 
All principles apply to operations , reporting, and compliance objectives. The principles 
supporting the components of internal control are listed below. 

Control Environment 

1. The organization2 demonstrates a commitment to integrity and ethical values. 

2. The board of directors demonstrates independence from management and exer­
cises oversight of the development and performance of internal control. 

3. Management establishes, with board oversight, structures, reporting lines, and 
appropriate authorities and responsibilities in the pursuit of objectives. 

4. The organization demonstrates a commitment to attract, develop, and retain com­
petent individuals in alignment with objectives. 

5. The organization holds individuals accountable for their internal control responsibili­
ties in the pursuit of objectives . 

2 For purposes of the Framework, the term "organization" is used to collectively capture the board, man­
agement, and other personnel, as reflected in the definition of internal control. 

11111 Internal Control - Integrated framework , May ZOil 

55 



Risk Assessment 

6. The organization specifies objectives with sufficient clarity to enable the identifica­
tion and assessment of risks relating to objectives. 

7. The organization identifies risks to the achievement of its objectives across 
the entity and analyzes risks as a basis for determining how the risks should 
be managed. 

8. The organization considers the potential for fraud in assessing risks to the achieve­
ment of objectives. 

9. The organization identifies and assesses changes that could significantly impact the 
system of internal control. 

Control Activities 

10. The organization selects arrd develops control activities that contribute to the miti­
gation of risks to the achievement of objectives to acceptable levels. 

11. The organization selects and develops general control activities over technology to 
support the achievement of objectives. 

12. The organization deploys control activities through policies that establish what is 
expected and procedures that put policies into action. 

Information and Communication 

13. The organization obtains or generates and uses relevant, quality information to 
support the functioning of internal control. 

14. The organization internally communicates information, including objectives and 
responsibilities for internal control, necessary to support the functioning of internal 
control. 

15. The organization communicates with external parties regarding matters affecting 
the functioning of internal control. 

Monitoring Activities 

16. The organization selects, develops, and performs ongoing and/or separate 
evaluations to ascertain whether the components of internal control are present 
and functioning. 

17. The organization evaluates and communicates internal control deficiencies in a 
timely manner to those parties responsible for taking corrective action, including 
senior management and the board of directors, as appropriate. 

Internal Control - Integrated framework • May 2013 II 
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Internal Control-Integrated framework 

Effective Internal Control 
The Framework sets forth the requirements for an effective system of internal control. 
An effective system provides reasonable assurance regarding achievement of an 
entity's objectives. An effective system of internal control reduces, to an acceptable 
level, the risk of not achieving an entity objective and may relate to one, two, or all three 
categories of objectives. It requires that: 

" Each of the five components and relevant principles is present and function­
ing. "Present" refers to the determination that the components and relevant 
principles exist in the design and implementation of the system of internal 
control to achieve specified objectives. "Functioning" refers to the determi­
nation that the components and relevant principles continue to exist in the 
operations and conduct of the system of internal control to achieve specified 
objectives. 

• The five components operate together in an integrated manner. "Operat-
ing together" refers to the determination that all five components collectively 
reduce, to an acceptable level, the risk of not achieving an objective. Com­
ponents should not be considered discretely; instead, they operate together 
as an integrated system. Components are interdependent with a multitude of 
interrelationships and linkages among them, particularly the manner in which 
principles interact within and across components. 

When a major deficiency exists with respect to the presence and functioning of a com­
ponent or relevant principle, or with respect to the components operating together in an 
integrated manner, the organization cannot conclude that it has met the requirements 
for an effective system of internal control. 

When a system of internal control is determined to be effective, senior management and 
the board of directors have reasonable assurance, relative to the application within the 
entity structure, that the organization: 

• Achieves effective and efficient operations when external events are consid­
ered unlikely to have a significant impact on the achievement of objectives or 
where the organization can reasonably predict the nature and timing of exter­
nal events and mitigate the impact to an acceptable level 

" Understands the extent to which operations are managed effectively and 
efficiently when external events may have a significant impact on the 
achievement of objectives or where the organization can reasonably predict 
the nature and timing of external events and mitigate the impact to an 
acceptable level 

• Prepares reports in conformity with applicable rules, regulations, and stan­
dards or with the entity's specified reporting objectives 

" Complies with applicable laws, rules, regulations, and external standards 

The Framework requires judgment in designing, implementing, and conducting inter­
nal control and assessing its effectiveness. The use of judgment, within the boundar­
ies established by laws, rules, regulations, and standards, enhances management's 
ability to make better decisions about internal control, but cannot guarantee perfect 
outcomes. 
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Limitations 
The Framework recognizes that while internal control provides reasonable assurance 
of achieving the entity's objectives, limitations do exist. Internal control cannot prevent 
bad judgment or decisions, or external events that can cause an organization to fail to 
achieve its operational goals. In other words, even an effective system of internal control 
can experience a failure. Limitations may result from the: 

0 Suitability of objectives established as a precondition to internal control 

., Reality that human judgment in decision making can be faulty and subject 
to bias 

" Breakdowns that can occur because of human failures such as simple errors 

" Ability of management to override internal control 

" Ability of management, other personnel, and/or third parties to circumvent 
controls through collusion 

• External events beyond the organization's control 

These limitations preclude the board and management from having absolute assurance 
of the achievement of the entity's objectives-that is, internal control provides reason­
able but not absolute assurance. Notwithstanding these inherent limitations, manage­
ment should be aware of them when selecting, developing, and deploying controls that 
minimize, to the extent practical, these limitations. 

Using the Internal Control-Integrated Framework 
How this report can be used depends on the roles of the interested parties: 

• The Board of Directors-The board should discuss with senior management 
the state of the entity's system of internal control and provide oversight as 
needed. Senior management is accountable for internal control and to the 
board of directors, and the board needs to establish its policies and expecta­
tions of how members should provide oversight of the entity's internal control. 
The board should be apprised of the risks to the achievement of the entity's 
objectives, the assessments of internal control deficiencies, the management 
actions deployed to mitigate such risks and deficiencies, and how manage­
ment assesses the effectiveness of the entity's system of internal control. The 
board should challenge management and ask the tough questions, as neces­
sary, and seek input and support from internal auditors, external auditors, and 
others. Sub-committees of the board often can assist the board by address­
ing some of these oversight activities. 

" Senior Management-Senior management should assess the entity's system 
of internal control in relation to the Framework, focusing on how the organiza­
tion applies the seventeen principles in support of the components of internal 
control. Where management has applied the 1992 edition of the framework, it 
should first review the updates made to this version (as noted in Appendix F 
of the Framework), and consider implications of those updates to the entity's 
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Internal Control-Integrated Framework 

10 

system of internal control. Management may consider using the 1/tustrative 
Tools as part of this initial comparison and as an ongoing evaluation of the 
overall effectiveness of the entity's system of internal control. 

• Other Management and Personnel-Managers and other personnel should 
review the changes made to this version and assess implications of those 
changes on the entity's system of internal control. In addition, they should 
consider how they are conducting their responsibilities in light of the Frame­
work and discuss with more senior personnel ideas for strengthening internal 
control. More specifically, they should consider how existing controls affect 

the relevant principles within the five components of internal control. 

" Internal Auditors-Internal auditors should review their internal audit plans 
and how they applied the 1992 edition of the framework. Internal auditors also 

should review in detail the changes made to this version and consider possi­
ble implications of those changes on audit plans, evaluations, and any report­
ing on the entity's system of internal control. 

" Independent Auditors-In some jurisdictions, an independant auditor is 
engaged to audit or examine the effectiveness of the client's internal control 
over financial reporting in addition to auditing the entity's financial statements. 

Auditors can assess the entity's system of internal control in relation to the 
Framework, focusing on how the organization has selected, developed, and 
deployed controls that affect the principles within the components of inter-
nal control. Auditors, similar to management, may use the fllustrative Tools 

as part of this evaluation of the overall effectiveness of the entity's system of 
internal control. 

• Other Professional Organizations-Other professional organizations providing 
guidance on operations, reporting, and compliance may consider their stan­
dards and guidance in comparison to the Framework. To the extent diversity in 
concepts and terminology is eliminated, all parties benefit. 

• Educators-With the presumption that the Framework attains broad accep­

tance, its concepts and terms should find their way into university curricula. 
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