TO: Audit Committee

THROUGH: Matthew Dent
Audit Committee Chair

FROM: Paul Navazio
Director of Finance

SUBJECT: RevieW, discuss and provide feedback on Draft Framework for Implementing
System of Internal Controls

_ STRATEGIC = .
- PLAN REFERENCE(S): Long Range Principle #2

DATE: April 26, 2020

. RECOMMENDATION

Review, discuss and provide feedback on a Draft Framework for Implementing System
of Internal Controls.

.  BACKGROUND

The Board of Trustees and Audit Committee have identified the need to review and,
where appropriate, strengthen internal control policies, policies, procedures and
practices consistent with financial management and accountability best practices.
Further, the Board of Trustees recently authorized the Audit Committee to engage
outside contract services to assist in the review of internal controls and, separately, the
Board, though its Audit Committee, is working to update Policy 15.1.0 that establishes
the role and responsibility of the Audit Committee to support its broad oversight charge,
including in the area of internal controls.

By considering a comprehensive framework for developing and implementing a systems
of internal controls, the Board, Staff and the public will be better informed as to how the
various components of a system of internal controls work together and, taken collectively,
achieve the goal of robust and sound internal controls in support of the Board’s role as
fiduciary of public funds and assets.

lll. ALTERNATIVES

As deemed appropriate during discuss of this topic.



Review, discuss and provide feedback on Draft -2- April 26, 2020
Framework for Implementing System of Internal Controls :

IV. STRATEGIC PLAN REFERENCE(S)

Long Range Principle #2

The District will ensure fiscal responsibility and sustainability of service capacities
by maintaining effective financial policies for operating budgets, fund balances,
capital improvement and debt management.

V. BUSINESS IMPACT

The Audit Committee, Board, and District leaders are enabling all of Staff to become
actively engaged with the oversight of the District’s finances.

VI. ATTACHMENTS

1) Framework for Internal Controls —Tasks
2)  Framework for Internal Controls — Implementation Plan



DRAFT

FRAMEWORK FOR REVIEW AND IMPLEMENTATION OF INTERNAL CONTROLS

PHASE TASKS >

Part 1 - Comprehensive Assessment of IVGID Internal Controls / PROJECT

Review all relevant Board Policies and Procedures
Review all Administrative Policies and Procedures
Evaluate "gaps" in internal controls
Absence
Oversight/compliance
Separation of duties
DDevelop formal recommendations for Updating Internal Controls
Update existing policies
Establish new policies
Formalize Accountability
Staff Training

Part 2 - Regular and Continual Review of Internal Controls

DEstablish regular "cycle" of review / update / continuous improvements
Example: All administrative policies and procedures will be reviewed on a 3-year cycle {1/3 per year).

Part 3 - Internal Audit(s)

a) DConcurent with tasks identified in Part 1, develop comprehensive list of "areas” for internal controls
Primary focus on areas with greatest "risk” to District related to liability, fraud, missapprotion of pubic funds and/or assets
DOn an annual basis, TWO (?) areas will be candidates for a formal Internal Audit
Assess adequacy of internal controls
Evaluate compliance with existing policies
Report on "Findings and Recommendations"”

b) Dlmplement / Formalize periodic "impromptu” internal audits of operations and administrative practices and procedures
Random, unscheduled, unannounced

Part 4 - External Independent Auditor

E]SAS Requirements - Elected Officials and Executive Management
Identify areas of concern re risk/liability/fraud

DMemorandum of Internal Controls
Review of Internal Controls related to Financial Management based on review of poliicies, procedurs and roles
Random sampling of transaction records (payroll, accounts payable, revenue, expoenditures, fixed assets, debt).




DRAFT

FRAMEWORK FOR REVIEW AND IMPLEMENTATION OF INTERNAL CONTROLS

RESPONSIBILITY Schedule
Audit External Q4 Qi Q2 Q3 Q4
PHASE TASKS Board | Committee |  staff [ Consultant| Auditor AM} JAS OND JEM AM )
Part 1- Comprehensive Assessment of IVGID Internal Controls / PROJECT
Review all relevant Board Policies and Procedures Lead X
Review all Administrative Policies and Procedures X Lead X
Evaluate "gaps" in internal controls X X Lead
Absence
Oversight/compliance
Separation of duties
DDevelop formal recommendations for Updating Internal Controls X X Lead
Update existing policies Lead X
Establish new policies X Lead
Formalize Accountability Lead X .
Staff Training Lead 4 Ongoing
Part 2 - Regular and Continual Review of Internal Controls
DEstablish regular "cycle” of review / update / continuous improvements 33 Lead
Example: All administrative policies and procedures will be reviewed on a 3-year cycle (1/3 per year).
Part 3 - Internal Audit(s}
a) DConcurent with tasks identified in Part 1, develop comprehensive list of "areas” for internal controls Lead X
Primary focus on areas with greatest "risk" to District related to liability, fraud, missapprotion of pubic funds and/or assets
DOn an annual basis, TWO {?) areas will be candidates for a formal Internal Audit X X Lead
Assess adequacy of internal controls
Evaluate compliance with existing policies
Report on "Findings and Recommendations”
b) Dlmplement/ Formalize periodic "impromptu” internal audits of operations and administrative practices and procedures Lead
Random, unscheduled, unannounced
Part 4 - External Independent Auditor
DSAS Requirements - Elected Officials and Executive Management X X X Lead
Identify areas of concern re risk/liability/fraud
E]Memorandum of Internal Controls X X X Lead

Review of Internal Controls related to Financial Management based on review of poliicies, procedurs and roles
Random sampling of transaction records {payroll, accounts payable, revenue, expoenditures, fixed assets, debt).
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